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BRI G - QL

Q1 (10 points)

1) 4R TmERAN (Kerckhoff' s Principle) ? (5 43)

2) BEEH— N EERENMZEENGIF. AFAEREED, A1E
BEASFEATEREMZBEEREIPEE 7 (5 5)

1) Kerckhoff" s Principle: The cipher method must not be required to be
secret, and it must be able to fall into the hands of the enemy without

inconvenience.

2) SEERFEHP: One-time pad (—X—%): BAKE = UXKE: &
ARERVLERBEER—X: METRARE .
AERANER:
o REEEY: BRBEEELAZSHEEKNMNER, B
5/

o BWPNLE: REFEXTRFTERERFE
o FESHEIHEKX: ERMEEEANRAS .
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BRI G R - Q2

Q2 (10 points)

# gh MR ZMELE, WA THLERL f —E 7 2R

(negligible) ? iEE#LAHLIE, AEERMER. (10 &)
Q fn) = (logn)~*"

0 fin) = ()" = (aiey)
_Jf(3), ifn=0 (mod 3)
)= {3_?’, otherwise
Q f(n) = g(n)+ h(n)
0 n) — g(m)/h(n) ,
Note that, " —ER".,

A function f()) is negligible if, for every positive polynomial p()\), there
exists some Ao such that for all A > X\, fl\) < ﬁ.
Yes, No, No, Yes, No
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ik G - Q-1

To prove that {n) = (logn) %" is a negligible function, we need to show
that: f{\) < 4, for any constant c>0, when X is sufficiently large.

1o 1
(logh) '8* < I
(logh)'°8* > xe.
elog)\-loglog)\ > ec-log)\
log - loglogA > c-logA
logA(loglogA — ¢) > 0

The inequality holds when:
loglog\ > c.

We choose Ay = €=: For all A > \g, the above inequality holds.
This proves that f{\) = (logh) °#* < + for any constant ¢ > 0, as long
as A is sufficiently large.
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BRI SR -

Q3 (20 points)
Bi% G 2— MMM EEE, BOl FTEEEE—E2 L E
227 EMENIAEN. H o FERT o MIEKE. (20 %)

Q@ X G(5) E Glsisr---55-1)llsig, HF || FoRbLISEBEE.

0 EX G(s) & G(s) P(sl|0/C)1sl), Heh P FRIHLRRIEH.

Q TN G(s) tTF: Hoithls s oh 1 psiatEs [, m
G’(S) d:ef 0|G(s)|’ EJ”'J G’( ) def G(S)o

Q@ EX G(s) = G(s@1H).

1) . BF s AWM, sis2---s9-1 RIISMEH, Fitk
G(s152---5—1) =IABEHLRY. THHELR sy 2SN BMIIAIELYT,
Fik 2 H 5SS FRERTRS .

2) F—%F. —TRHIZR CEEERER sHE—ML, G(s) =5, X
G(s) WE—I—ER 0, EAARE PRG.

Assistants (CS@NJU) 5/16




HARRIXE R - Q3

)T—m RIESHHAR o ~ V2rs (3)°, B (5,) =0(%), #m
L

(L), EWRE G(s) = 0 HygERA 28

F s AN, so 1 g S, Bk G(s) MSHS G(s)
G £ PRG, M G #£ PRG.

(12

)

- H
AE. &

:lmm
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HARRIX SR - Q4

Q4 (20 points)
B2 FE2—MABEHLERE, BRTEHN F EE5—E2 MR, 18
EEARIER. (20 43)
O F(kx) = F(kx)|IF(k,x) , || RRILEFRHHR, x RR x RABKR.
Q@ F(kx) = F(k G(x) , FREINKER 2\ HABIELY, CRY R
EF [(n) = 2n KYPAREH B R £ 25

1) F—% (No).

F s B AR R R FRE .

Distinguisher: I FEEIFMN x , THER y1 = F(kx) = a||b . KEE
W xR X, B2 y=F(kx) =bla. &y BWEFEET » KI8T
FEE, MEH 1. NTFEMILGEH, KERRERER 2 (ATZK).
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HARpIXE R - Q4

2) =3 (No).

BH: PRG BEXURIES TSNS EATX S, HARIE
IHSEM N\ TCHlE (Collision Resistance).

Counterexample: i Hii G E— 1% £/ PRG, EATATLI#aiE G
LHx=0"Hx=1"8t, G(x) =02, HRKER G(x) = G(x).

o G {2 PRG: EABEHAINGF 0" B 1" RIMER AT 2R
°o F AZE PRF: MFHEEE  =0"x=1"

F(k,0") = F(k,1") = F(k,0")

MR ELEME, MERLRBAHEERRAR.
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ARG R - Q5

Q5 (20 points)

EMF 2— 1M REMMBENELE, EIER F(kx) = Fkx) ©x 2 —
P RER (B

Assistants (CS@NJU)



ARG R - Q5

ERRIEE. AREHE HIMER F, F F3IR$E F(k x), Fk x). &
BREESTXMENEF A EBKS £ MI—NEERILEE £ B,

| Pr[Afk = 1] — Pr[Af = 1]| > negl(n) (1)

MBLAFRANMTERF B MRS A FNEERYIRY £ BF B AF&EE
T
@ Input: Oracle Op
@ Output: 0 Bf 1
o &#l Oracle Oy, HHf O)(x) = Os(x) & x {EABF A EZBIBIN
o ¥ A MIBITAR b HEMHEASER
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ARG R - Q5

LR ATH
Pr[Bf« = 1] = Pr[Afk = 1] (2)
Pr[Bf = 1] = Pr[A™* = 1] (3)
BT f REEMMEYEE, 0 fox MBESH—8, &KI1E
Pr[AfX = 1] = Pr[Af = 1] (4)

246 (1)(2)3)4), =2
| Pr[BF = 1] — Pr[Bf = 1]| > negl(n)

AR T STRARETXS Fc 5 FRIEF, SERFE SRR
BLIL, F, RABEHLER L.
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HARRIX B Z - Q6

Q6 (20 points)

IERATHREAR CPA 221, BH—IMHEAE, AHEZARE
CPA RATX &SR A EATRBEMER . (20 43)

I Mme_o l Mmyg_q l myey %
l ‘ ! pad with these bits
- D @ p
\d { ]
Fy. Fr |! Fy.
L ] +

y
Ce-2 [ Cf—l% ce
1
|
T

discard

= S Anen
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HARRIX B Z - Q6

ENm, CBCRRZFAUZRER), REHNE—1 block FEHIN Fi
HIERS R — block BN HITRE, ELLATE bit EABMIE;
MAERBRIFREP, &E—1 block RIBTF A R AT AR B F £ £ 1=
B, BREMNAEZEEESE - A WEEFEHRA, BERTUETS
REW, ME—MEEMNERNIALEANNHNENES.

Random Fully controlled
| Me_o l me_q q myg %
l ‘ N pad with these bits
—_— D r—b B .
¥ ¥
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HARRIX B Z - Q6

RINEH—AHF A W0F
A BEHUEIEE KRS blen« (I— 1)+ blen— 1 By bit SEHHIN, 121E

Mo = moi||moz]| - - [|mo;, My = muq||maa]|-- - ||my, FERIE mos # my,

BIRE— /KBS blen — 1 ) block FHEZ ., BkikEHE b2 (0,1},
EHREE—A F RN REFRER, my|0 1 mey|1.

BTk A #178E, SXEfR, RIERE— block 5 my, B /-1
A block FEHLERE. IBE—XEMR, |RE— block BHIHA co. &
A MBEBIFZE— block HEIARETF o B (IEH on), BEEM
REOEE g(n) B, EifEL.

EX A BRI EEZBREZE A allcll - |la,
Q@ FHoa=co, AR 0;

Q EFEEM[PFKEIT cn, Bog=cn, AHHO;
Q@ &HM, AHH 1.
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HARRIX B Z - Q6

— RGN, {Rig blen =4, my BIERG— block 3 000, m; M5
J&—" block A3 001, FLEMETESERE— block 4 000, BTLXE
i, BMNBRABZEELE {0000,0001} FRZH) Fr EIHES:

m; Probable Input Probable Output
0 000 {0000,0001} {1101,1000}
1 001 {0010,0011} {1001,0110}

* If ¢, =1101 or ¢; = 1000, output 0;
* Else output 1.

1
Pr[Privk{ T = 1] = §(Pr[b’ = b|lb= 0]+ Pr[t) = b|b=1])

1
:i(PI‘[C/ = C/o] Pr[b’ = b’C/ = C/()] + PI“[C/ = Cll] Pr[b/ = b|C/ = Cll]) + —
1.1 1 1 1
B R TOE R
1

2aq(n)+1
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The End
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